
To cite this paper: Mobini M, Zahabi MR. 2018. Masking Communication Using Sprott94 Case A Chaotic System in AWGN Channel. J World Elec. Eng. Tech., 7 (2): 09-13. 

www.jweet.science-line.com  

9 

 

Masking Communication Using Sprott94 Case A Chaotic System 

in AWGN Channel 

 

Majid Mobini* and Mohammad Reza Zahabi
 

 

Department of Electrical and Computer Engineering, Babol University of Technology, Babol, Iran 
 

*Corresponding's Email: mmobini@stu.nit.ac.ir 

 

Abstract – Chaos masking is one of the most important methods in the Chaos based secure communication. 

Synchronization between transmitter and receiver play an important role in chaos masking systems. When the 

communication channel is imperfect due to the noise of the channel, the degraded signal at the receiver cause 

synchronization mismatch and decrease the performance of the system. In this study, we investigate two masking 

communication scheme based on Sprott94 Case A based masking system. We compare performance of the two different 

implementations of Sprott94 Case A based masking system in the noisy channel conditions using Mean Squared Error 

(MSE) Criterion. The Results show that the basic design of the system has better performance in AWGN channel. 
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INTRODUCTION  
Chaos has been used in many engineering applications 

such as spacecraft targeting, analog to digital converters, 

radar imaging, signal detection, encryption, and wireless 

communication [1]. A large number of the applications of 

the chaotic signals in communication systems are reported 

up to now such as, chaos based coding [2] to [4], chaotic-

based modulation [5-6] and multiple access systems [7-8]. 

Chaos found in different electrical circuits [9-10]. 

Chaotic signals can potentially be used as carriers in the 

communication systems. One of the important concepts 

for chaotic systems is high sensitivity to initial conditions. 

The simplicity of chaotic signal generators is another 

attractive feature of chaos that have caused a widely 

interest in utilization of the chaotic signals in the signal 

transmitting. 

The self-synchronization property of the chaotic 

systems is a key feature of the chaotic based 

communication systems. One of the most popular chaotic 

synchronization methods is the cascade technique [11]. In 

this method, drive subsystem and response subsystem are 

coupled together and the receiver circuit constructs a 

version of the transmitted signal. Many chaos based 

circuits is presented up to now, in which produce the 

chaotic signals for communication applications. A 

popular example is the Lorenz based chaotic system [12]. 

In this study, we focus on Sprott94 Case A chaotic 

generators in which are based on a three dimensional 

equations [13]. 

 

Security is an important challenge in wireless 

communication systems, because all of the 

communication systems have special requirements due to 

physical layer conditions. Wireless communication 

systems use the air as a transmission medium and use of 

this medium, result in easy access to data. Chaotic 

masking is a common technique in the chaos based secure 

wireless communication systems [14-15]. In the chaotic 

masking communication, the transmitted signal contains 

the original message is added to a chaotic signal. At the 

receiver side, the chaotic signal is subtracted from the 

received signal to retrieve the original data [16]. 

When the communication channel is imperfect due to 

the noise of the channel or circuitry noise, the degraded 

signal at the receiver cause synchronization mismatch 

[17]. In some papers the channel noise is considered in 

evaluating the performance of the synchronization 

system. For example, in [18], the performance of the 

synchronization system with two Colpitts oscillators is 

evaluated in the different noisy conditions.  

So, in this study, we consider the basic Sprott94 Case 

A based masking system in [19] and modified Sprott94 

Case A based masking system (M- Sprott94 Case A based 

masking system) in [20] and compare these systems from 

the viewpoint of the effect of the channel noise on the 

performance of these masking communication systems, 

because in both the two papers the effect of noise is 

neglected. The advantage of modified system is able to 
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work in the higher amplitude and lower frequency with 

low synchronization error. We aim to investigate the 

performance of these two systems in the noisy condition.  

 

SPROTT94 CASE A BASED MASKING 

SYSTEM 

We start with basic Sprott94 Case A masking system 

is presented in [19].  

 

A. Synchronization system model 

The key for chaos based communication is the 

synchronization among two or more oscillators. 

Recovering the transmitted signal means that the state 

trajectory on the receiver’s chaotic attractor must 

reproduce drive signal which is transmitted through the 

channel. This technique has proven to be effective when 

some noise is added to the signal. This approach is shown 

in Figure 1. We can achieve secure communication using 

chaotic synchronization between two coupled Sprott94 

Case A oscillators. 

 The general Block diagram of a masking 

communication system is shown in figure 2. As shown in 

this figure, the chaotic generator at the receiver produce 

the drive signal x(t) and data signal m is added to the drive 

signal. The masking signal s(t) is sent to the receiver due 

to communication channel. At the receiver side, the 

chaotic generator produces a copy of the drive signal     ́  

using the master-slave synchronization method. This 

signal is subtracted from the received signal to retrieve the 

original transmitted data. 

 

 

 
 

Fig.1 master Slave Synchronization Scheme 

 

B. System  Implementation 

The Sprott94 Case A chaotic equation is simple but 

can produce a complex attractor. The basic Sprott94 

Case A is expressed by the set of differential equations 

as follow: 

 ̇    

 ̇        

 ̇                                                                   
 

Consider sinusoidal data signal d(t) is added to the 

drive signal x(t) and masking signal s(t) is sent to the 

receiver through the AWGN channel. Thus, the received 

signal at the input of the receiver is given by: 

 

                                                      
 
Where,      is the effect of additive noise and r(t) is 

the representative of the received signal. The MATLAB- 

SIMULINK Implementation of the Sprott94 Case A 

based masking system in the noisy condition is shown in 

figure 3. As shown in figure 3, at the receiver side, the 

chaotic generator produces a copy of the drive signal and 

this signal is subtracted from the received signal to 

retrieve the original data. 

 

 
Fig. 2. Block Diagram of the chaotic masking scheme [1] 

 

 
Fig. 3. Simulink model of the Sprott94 Case A based chaotic 

masking scheme 

 

M- SPROTT94 CASE A BASED MASKING 

SYSTEM 

In [20], the authors proposed the modified Sprott94 Case 

A based chaotic masking system (M- Sprott94 Case A 

Based Masking System) to transmit a data signal with 

higher amplitude and lower frequency and improve the 

performance of the synchronization system. 

In the new scheme x(t) is replaced by x(t)+d(t) in the 

transmitter side. The equations of modified system at the 

transmitter are given by: 
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 ̇    

 ̇   (      )     

 ̇                                                                     
 

When we pass the masking signal through the AWGN 

channel, at the receiver we have: 

 

  ̇     
  ̇                 
  ̇      

                                                             
 

Where, signal S is masking signal equal to x(t)+d(t).  

The Figure 4 Shows the MATLAB-SIMULINK 

implementation of the M- Sprott94 Case A Based 

Masking system under the noisy conditions. We consider 

a sinusoidal wave generator as the data source and an 

AWGN channel in this model. 

 

 
 

Fig. 4. Simulink model of the M- Sprott94 Case A based chaotic 

masking scheme 

 

RESULTS AND DISCUSSION 

 

In this section we investigate the effect of channel noise 

on the basic Sprott94 Case A based chaotic masking 

scheme and M- Sprott94 Case A based chaotic masking 

scheme. Simulation is performed in the MATLAB-

SIMULINK environment for the two above mentioned 

systems using the sinusoidal data signal with amplitude 

0.2V and frequency 1 kHz. For the both two systems we 

consider equal values for amplitude and frequency to 

accurate measurement of the performance of the systems 

under the AWGN channel. 

We start with basic Sprott94 Case A based masking 

system. All of the parameters in transmitter and receiver 

systems are equal except for their initial values. The 

initial values at the transmitter side considered as (0, 5, 0), 

and for the receiver subsystem1 equal to (5, 0) and for the 

receiver subsystem 2 as (1, 0). 

 In figure 5, we can see that in ideal condition with 

noise neglecting, data signal can recover perfectly and 

basic Sprott94 Case A is proper for use in the masking 

communication system.  

 

 
 

Fig. 5. Transmitted Data vs recovered signal in the Basic Sprott94 

Case A based Masking Scheme 

 

The comparison between the drive signal at the 

transmitter and receiver in ideal condition and free noise 

channel is shown in figure 6.  

This figure shows that the drive signal at the receiver 

varies according to the drive signal of the transmitter. In 

the other word, this figure verify the results in figure 5 

and denote that the basic Sprott94 Case A based masking 

system has the proper performance in ideal condition.   
 

 
Fig. 6. Carrier recovery in the ideal condition in the Basic Sprott94 Case 

A based Masking  

 

The error in data signal retrieval process under the 
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ideal condition is shown in figure 7. In the next step, we 

consider an AWGN channel between the transmitter and 

receiver. Recall that when the amount of the noise is 

large, this noise has a destructive effect on the 

performance of the synchronization system. 

The error in data signal recovery for the SNR= 10dB 

in the AWGN channel is shown in figure 8. As shown in 

this figure, the channel noise has a considerable 

destructive effect on the performance of the basic 

Sprott94 Case A based chaotic masking system. 

 

 
 

Fig. 7. Data Recovery Error in the ideal condition the Basic Sprott94 

Case A based Masking  

 
Fig. 8. Data Recovery Error in the noisy condition for the Basic Sprott94 

Case A based Masking with SNR=10 dB 

 

In this step, we want to compare the performance of the 

two systems, Sprott94 Case A based chaotic masking 

system and M- Sprott94 Case A based chaotic masking 

system, when we send masking signal through the 

AWGN channel. The general performance can now 

compare by estimating the mean square error (MSE) of 

the two systems. The general definition of the MSE is 

given by: 

 

    
 

 
∑   ̂     

 

 

   

                              

 

The MSE plot for different SNR values in AWGN 

transmission is shown in figure 9. 

 

 
Fig. 9. MSE values of the two systems for different values of the 

SNR 

 

Although, the M- Sprott94 Case A based chaotic 

masking system modified the basic scheme from the view 

point of the sensitivity to the amplitude and frequency of 

the data signal, the sensitivity to the noise in this system is 

more than the basic Sprott94 Case A based chaotic 

masking scheme. 

 

CONCLUSION 

 

In this study we investigate two masking communication 

scheme based on Sprott94 Case A based masking system. 

We compare the performance of the basic Sprott94 Case 

A based masking system and modified Sprott94 Case A 

based masking system in the noisy channel conditions 

using Mean Squared Error (MSE) Criterion. In the other 

word, we use the MSE as a measure for data recovery 

power comparing. Although, the advantage of modified 

system is able to work in the higher amplitude and lower 

frequency, the Results show that the basic design of the 

system has better performance in AWGN channel. 
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